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This paper analyses key issues towards a research roadmap for eHealth-
supported patient safety. The raison d’etre for research in this area is the high
number of adverse patient events and deaths that could be avoided if better
safety and risk management mechanisms were in place. The benefits that ICT
applications can bring for increased patient safety are briefly reviewed,
complemented by an analysis of key ICT tools in this domain. The paper
outlines the impact of decision support tools, CPOE, as well as incident
reporting systems. Some key research trends and foci like data mining,
ontologies, modelling and simulation, virtual clinical trials, preparedness for
large-scale events are touched upon. Finally, the synthesis points to the fact that
only a multilevel analysis of ICT in patient safety will be able to address this
complex issue adequately. The eHealth for Safety study will give insights into
the structure of such an analysis in its lifetime and arrive at a vision and
roadmap for more detailed research on increasing patient safety through ICT.

Healthcare as a Risky Endeavour

Reflecting on more than a decade of global research, two, by now famous, USA
Institute of Medicine (IOM) reports, To Err Is Human [1] and Crossing the Quality
Chasm [2] highlighted the risks of modern healthcare. The first report included an
estimate that organisational systems failures in healthcare delivery (i.e., poorly
designed or “broken” care processes) were responsible for at least 90,000 deaths each
year in the USA. The second report revealed a wide “chasm” between the quality of
care the health system should be capable of delivering today (given the astounding
advances in medical science and technology in the past half century) and the quality
of care most Americans received. In its recent report Ending the Document Game:
Connecting and Transforming Your Healthcare Through Information Technology [3],
the US Commission on Systemic Interoperability pointed out that medical errors are
killing more people each year than breast cancer, AIDS, or motor vehicle accidents.

It is widely believed that the situation in many, if not all European health delivery
contexts is characterised by similar, if not the same deficiencies. Of activities seen as
potentially risky. travel by rail in Europe or commercial air travel are actually among
the safest activities, with fewer than one in 100,000 fatalities per personal encounter
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or trip. Driving is far more dangerous as Fig. 1 shows. It is no surprise that
statistically, mountain climbing and bungee jumping are among the most dangerous
activities. But a great surprise is that there are more deaths per encounter with the
healthcare system than for any of the other activities [4].

How Hazardous is Heaithcare?
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Fig. 1. Risk of fatality in different domains (Source: AHRQ. Commission on Systemic
Interoperability, USA, 2005)

ICT in Healthcare: Current State of Play

The benefits that information and communications technologies (ICT) can bring for
improved quality of care and increased patient safety are briefly reviewed in this
section, complemented by a short analysis of the state of play in the implementation
of some key ICT tools.

ICT applications can be useful in almost every aspect of healthcare, including the
delivery of care to remote locations, reducing costs, increasing the efficiency of
delivery, facilitating information and communication within and among healthcare
organisations, simplifying diagnostic and therapeutic processes and, last but most
important, increasing the quality of care provided to patient, including improvements
in patient safety [5]. ICTs are expected to help relieve the strain that healthcare
systems experience: the pressure to increase the quality of care and decrease costs
simultaneously [6]. The recent IOM/NAE report, Building a Betier Delivery System:
A New Engineering/Health Care Partnership [7] underscores the importance of
information and communications technologies for meeting multidimensional
performance challenges. It also identified proven, fundamental engineering concepts,
such as designing for safety, mass customisation, continuous flow, and production
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planning, that could be brought to bear immediately to redesign and improve care
processes to facilitate risk management, deliver greater patient safety and better
quality.

Furthermore, Wachter [8] indicates that “it seems self-evident that many, perhaps
most, of the solutions to medical mistakes will ultimately come through better
information technology. We may finally be nearing the time when institutions and
providers will not be seen as credible providers of safe, high-quality care if they lack
a strong IT backbone.” This development, he adds, is fuelled by the activities of the
Leapfrog Group, a business coalition that promotes patient safety through public
reporting and pay for performance initiatives [9]. The National Audit Office in the
UK also sees the preventing of errors by the appropriate use of information
technology as a well established fact [10].

A report on a workshop about the use of ICT for patient safety and risk
management [11], organised by the European Commission in 2004, outlines as a key
finding that information society technology can reduce the rate of errors in three
ways: by preventing errors and adverse events, by facilitating a rapid response after
an adverse event has occurred, and by tracking and providing feedback about adverse
events. However, one should also mention some concerning reports of multiple errors
actually introduced by IT systems themselves [12]. For risk and safety management,
ICT applications have a certain "Janus" characteristic: On the one hand, they develop
into the key tool to improve safety in health systems. On the other hand, they
themselves may become the cause of pertinent risks.
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Fig. 2. ICT in support of patient safety and risk management in healthcare (Source: empirica,
eHealth for Safery study, 2005)

Fig. 2 provides an overview of the areas where ICT can support patient safety and
risk management. The eHealth for Saferv study is currently reviewing the state of the
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art in some of these application fields, and will outline major opportunities and
challenges as well as to identify in a next step important research aspects and
innovative approaches to address patient safety issues. In many of the fields in the
Fig. 2, only experimental or pilot systems and applications are as-of-yet available. In
this paper we briefly review only a few well known ICT tools and some emerging
technologies.

One of the most important developments in eHealth in recent years in many
countries has been the ongoing spread of activities concerned with the implementation
of Electronic Health Records (EHR) on the national, regional and local level. The
IOM has advised that moving from a paper to an electronic based patient record
system would be the single step that would most improve patient safety. In UK, the
National Programme for Information Technology in the NHS being delivered by the
Department’s agency, NHS Connecting for Health, has begun to roll out its National
Care Record system and expects it to have full functionality by 2010. An evaluation
of the activities conducted so far in the UK states that “the National Care Record has
significant potential to improve safety as lost or poorly completed records are a major
contributory factor to patient safety incidents.” [10] It is likely that these large scale
developments of eHealth infrastructure in many countries will lead to broader
implementation of other well known ICT tools, like the ones addressed below.

According to Coiera et al. [13] there is a clear consensus that the use of Decision
Support Systems (DSS) can improve patient outcomes and make clinical services
more effective. DSS are broad solutions, which are often incorporated in a variety of
eHealth applications. They go back as far as 1974, and evidence indicates that they
can indeed enhance clinical performance for drug dosing, preventive care and other
aspects of care, but so far not really convincingly for diagnoses. This is the main
finding of Hunt et al.’s review [14]. Several other reviews of the evidence collected SO
far have taken place. A study by Sintchenko et al. [15] notes that the use of DSS plus
microbiology report improved the agreement of decisions by clinicians with those of
an expert panel from 65% to 97% (p=0.0002) or to 67% (p=0.02) when only
antibiotic guidelines were accessed.

In their assessment of computer-based cardiac care suggestions Tierney et al. [16]
found that the intervention had no effect on physicians’ adherence to care suggestions.
Physicians viewed guidelines as providing helpful information but containing their
practice. They suggest that future studies must weigh the costs and benefits of
different (perhaps more draconian) methods of affecting clinician behaviour.
Rousseau et al. [17] report primarily negative comments about a DSS. The three main
concerns voiced by clinicians were: timing of the guideline trigger, ease of use of the
system, and helpfulness of the content.

In Garg et al.'s [18] systematic review of controlled trials of DSSs, about two
thirds of these are effective at narrowing knowledge gaps, improving decisions,
clinical practice or patient outcomes, but many are not (e.g. computer-based
guidelines on the management of angina and asthma ) [19]. Ash et al. [20] identify
instances were DSS (or patient care information systems, PCIS, as they call it) foster
errors rather than reducing them. They distinguish between errors in the process of
entering and retrieving information, and errors in the communication and
coordination process.
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A recent report by Kawamoto et al. [21] reviewed seventy studies and concluded
that decision support systems significantly improved clinical practice in 68% of trials.
Most notably, 75% of interventions succeeded when the decision support was
provided to clinicians automatically, whereas none succeeded when clinicians were
required to seek out the advice of the DSS. Similarly, systems that were provided as
an integrated component of charting, or order entry systems, were significantly more
likely to succeed than stand alone systems.

Coiera et al. [13] conclude that “the use of clinical decision support systems
(CDSS) can improve the overall safety and quality of healthcare delivery, but may
also introduce machine-related errors. Recent concerns about the potential for
CDSS to harm patients have generated much debate, but there is little research
available to identify the nature of such errors, or quantify their frequency or clinical
impact.”

Computerized Physician Order Entry systems (CPOE) have received considerable
attention in the USA as a key technology to help realize the goal of reducing medical
errors. CPOEs are defined as a process whereby the instructions of physicians
regarding the treatment of patients under their care are entered electronically and
communicated directly to responsible individuals or services [22]. Clinical decision
support systems are built into almost all CPOE systems to varying degrees, providing
basic computerised advice regarding drug doses, routes and frequencies, as well as
more sophisticated data such as drug allergy, drug-laboratory values, drug-drug
interactions, checks and guidelines [23]. CPOE are applied in a variety of physical
and technical environments using currently available vendor software but CPOE is
also very resource-intensive, time consuming, and expensive.

Proponents of CPOE systems argue that they have led to reductions in transcription
errors, which in turn have led to demonstrable improvements in patient safety.
Furthermore, CPOE systems that include data on patient diagnoses, current
medications, and history of drug interactions or allergies can significantly reduce
prescribing errors [24]. CPOE systems also improve the quality of care by increasing
clinician compliance with standard guidelines of care, thereby reducing variations in
care.

From four studies on CPOE with DSS, analysed by Kaushal and Bates [25] - three
of which were conducted at Brigham and Women’s Hospital (BWH) - the first study
(from BWH) found a 55% decrease in serious medication error. As a secondary
outcome this study found a 17% decrease in preventable Adverse Drug Events
(ADE). In their analysis of CPOE implementations Sittig and Stead [26] point out that
key ingredients must be present for a system to work. These include: the system must
be fast and easy to use, the user interface must behave consistently in all situations,
the institutions must have broad and committed involvement and directions by
clinicians prior to implementation, the top leadership of the organisation must be
committed to the project and a group of problem solvers and users must meet
regularly to work out procedural issues.

However, some authors have also drawn attention to the potential danger of CPOE
use. Studies in the US, UK and Australia have found that “commercial prescribing
systems often fail to uniformly detect significant drug interactions, probably because
of errors in their knowledge base. Electronic medication management systems may
generate new types of error because of user-interface design, but also because of
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events in the workplace such as distraction affecting the actions of system users.” [22]
Han et al. [27] recently reported about an unexpected increase in child mortality
coincident with CPOE implementation. While the exact reason for this correlation
remains unclear, it underlines that institutions should evaluate mortality effects, in
addition to medication error rates, for patients who are dependent on time-sensitive
therapies.

Whereas CPOE systems aim to prevent errors, computerized adverse event systems
aim to monitor the occurrence of instances that could be adverse events and alert the
clinician when certain indicators are present. The most common adverse events are
nosocomial infections and Adverse Drug Events (ADE) and consequently IT systems
have been tested primarily in these areas. [28] Most institutions use spontaneous
incident reporting (relies exclusively on voluntary reports from nurses, pharmacists
and physicians focused on direct patient care) to detect ADEs; however, this method
is generally regarded as rather ineffective and only identifies about one in 20 ADEs.

Conversely, most IT trials have found a significant increase in the number of ADEs
reported. Automatic alerts can also reduce the time until treatment is ordered for
patients with critical laboratory results. [29] This already works well for some types
of adverse events, including adverse drug events and nosocomial infections, and are
in routine use in some hospitals. In addition, these techniques seem to be well
adaptable for the detection of broad arrays of adverse events, in particular as more
information becomes computerised.

In their review Gandhi and Bates [30] report one study demonstrating significant
decreases in adverse clinical outcome with alert systems, in particular regarding
allergic reactions. Significant improvements in response times concerning lab values
were reported by several studies, and one study reported significant decrease in the
risk of serious renal impairment. Furthermore, noteworthy changes in physician
behaviour and modification of therapy based on alerts with recommended actions
were reported.

On a larger scale, several countries have already implemented or are considering
national or regional incident or event reporting system (a concept that is also used in
a variety of non-health related areas). By accumulating patient data from a variety of
local sources such systems can be used for biosurveillance, such fast alert and pattern
tracking as in case of a bioterrorism attack or an epidemic outbreak. In Australia, for
instance, an incident reporting system — AIMS — was already set up in 1987, initially
only in the field of anaesthesia. [31] Until 1992, 2000 incidents had been collected
and reviewed, leading to significant changes at the local and national level.

Ideally, these and other applications will become part of an integrated system, for
instance a combination of DSS, CPOE and alerting. Actually, in some cases such
integration has already been achieved.

Research has also shown how important it is to design systems with the end-user,
the clinician, in mind. If systems are not fast and do not display all relevant
information in a coherent and easy to use manner, they will be rejected by the
professionals and can even lead to more errors, not less. As Coiera et al. conclude, a
deeper understanding of the “complex set of cognitive and socio-technical
interactions” can result in the “design of systems which are not just intrinsically ‘safe’
but which also result in safe outcomes in the hands of busy or poorly resourced
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clinicians.” Furthermore, the organisational culture, including barriers to reporting
errors, will play a key role in the acceptance of electronic tools such as incident
reporting systems.

Some Research Trends and Emerging Technologies

New and developing technologies also have a significant patient safety component,
either because they pose risks or because they may offer benefits in their application
to patient safety — or both. In this section we provide an overview of such emerging
technologies and their (potential) application to patient safety and risk management in
healthcare.

Towards a culture of safety in eHealth RTD

Whereas eHealth tools and services are intended to have a beneficial impact on
citizens' health, recent research has shown that some of these tools and services may
under certain circumstances also be potentially harmful to citizens' health. New
technologies inherently pose new risks. Health risk and patient safety aspects should
therefore be taken into account by all health ICT RTD from EHR integration, home
monitoring and assistive living, to bio-medical informatics, nano-devices and grid
computing.

Data mining for improved patient safety

Data mining techniques can be applied to emerging electronic health record and
clinical research databases to push forward knowledge of risks associated with unique
patient characteristics and treatment patterns. Such tools need to be developed to
discover, for example, instances where patient safety has been endangered, and
identify the causes.

Ontology of patient safety

For exchanging information on patient safety, as a common framework for modelling
threats to safety and to support communication between clinicians and others on
patient safety issues, a taxonomy and ontology covering healthcare risks and safety
considerations should be developed.

Mathematical modelling and simulation

Modelling and simulation tools are anticipated to have significant impact on patient
safety especially through advancing prediction, prevention and personalisation of
healthcare. The European Information Society Technologies Advisory Group
(ISTAG) proposed in 2004/2005 to stimulate research in the area of “The Disease and
Treatment Simulator”: a computational platform for simulating the function of a
concrete disease. [32] “This simulator will enable medicines to be tested without
putting people at risk, and will accelerate research into damaging diseases such as
heart disease and cancer." The Advisory Group also suggested that the disease and
treatment model should interface directly with other projects of human benefit, such
as the Physiome project [33] and the modelling of whole organs. In this context the
European Commission (EC) is supporting research on the Virtual Physiological
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Human (VPH) which is expected to accelerate knowledge discovery leading to
improved disease prevention, early diagnosis and individuals’ health risk
management. [34] To reduce risks to citizens participating in clinical research, to
enable a radical expansion of the volume of research into clinical outcomes to the full
range of treatments and to significantly accelerate production of results from clinical
research it appears important to support research into tools to implement virtual
clinical trials. According to the Academy of Medical Sciences in UK [35],
“sophisticated modelling has great potential and it is possible to envisage a time when
models could be used to test a greater range of possible situations than it is practical
to address in affordable clinical trials” which also “permits the evaluation of
heterogeneity and the active exploration of those who may be at risk.” Using
simulation has already enabled pharmaceutical companies to eliminate four-fifths of a
clinical trial, reducing the total number of recruited patients by 60% and shortening
the trial's duration by 40%. “Virtual patient” engines [306] are helping researchers and
physicians select the best among existing therapies, e.g., for breast cancer, and to
develop optimal dosing regimes. So-called “computer-assisted trial design” systems -
a field in which models have become so useful that the FDA itself is adopting them
[37] - model and simulate clinical trials to determine the optimal number of patients,
dose amounts, and dosing frequency, all of which have for years mostly been
determined through time-consuming and costly trial and error.

Medical simulation and virtual reality

This is already being used as a training and feedback method in which learners
practice tasks and processes in lifelike circumstances using models or virtual reality
(VR), with feedback from observers, peers, actor-patients, and video cameras to assist
improvement in skills. Medical simulators allow individuals to review and practice
procedures as often as required to reach proficiency without harming patients. VR
simulations are revolutionising surgical training [38] (e.g., for laparoscopic,
gastrointestinal, plastic, ophthalmological, dermatological, and some laryngological
procedures), and error reporting [39] in the healthcare field.

Pathways and health pathway risk models

Pathways are generally multidisciplinary by design and may incorporate the
responsibilities of physicians and nurses with those of ancillary medical providers
including pharmacists, physical therapists and social workers. In the future, it may be
possible to build health pathway models which encompass citizen / patient passage
through clinical pathways, with predictive ability, focussing on the prior identification
of potential risks to a citizen's future health.

Socio-economic and behavioural aspects

Research into how eHealth applications and the concomitant re-engineering of
healthcare processes may change the behaviour of health professionals, care
personnel, citizens and patients to improve system safety and performance is a
promising field. This should also involve analysing the impact of medico-cultural,
legal/regulatory and socio-economic factors. Assessing the risk and developing
guidelines and certification procedures for Decision Support and Expert Systems and
other tools need also to be mentioned here.
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Monitoring and risk management of large-scale events

Research into strategies and ICT support for preparedness for large-scale events like
pandemics (e.g. avian flu) or bio-terrorism attacks (e.g. epidemiological modelling of
regional events) is an important challenge. It may allow a better response to threats
through better information but also could play a key role in resource planning and
management. ICT should also be exploited as a means to inform and reach
professionals and the public on a large scale and help adapt responses. The use of
Geographical Information Systems in healthcare appeared recently as a promising
field and research should be conducted involving epidemiologists, managers of health
resources and policy makers.

Summary - Key Issues for a Research Roadmap

To summarise our initial discussions, Fig. 3 illustrates and delimits an initial model
for the patient and health system risk domain. This model will not only allow for
different types of risks and ICT applications relevant to improve safety management
to be related to the corresponding meta categories, but it may also direct the research
towards other innovative fields which may be critical and important.
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Fig. 3. ICT in support of patient safety and risk management in healthcare (Source: empirica,
eHealth for Safety study, 2005)

Our recent research showed that it is vital not only to look at the issues from their
technical point of view but also to take organisational and political factors into
account, which will play a key role if patient safety is to be strengthened. The
following table gives an overview of the components of each level:
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Table 1. Components in a multi-level approach to patient safety

Level Component

Policy level e  Patient safety policies

(regional, national, European e Implementation measures

level) e Socio-economic and health policy framework

conditions
e Legal and ethical 1ssues
e  Funding, clinical and economic evaluation
Organisational level e  Organisational structure and culture
Work processes
e  Change management
e  Training and learning

Technical & RTD level / e  Personal ICT tools, e.g., biomedical sensors
applications e ICT in clinical settings, incl. EHR, DSS, CPOE
¢  Public health applications & secondary use, e.g.,
event reporting, alert systems
¢  Semantic aspects / ontologies
¢  Emerging technologies

In its work the eHealth for Safety study is applying this multilevel analysis of ICT
in patient safety in order to arrive at a vision and roadmap for future research which
will ultimately benefit European citizens and healthcare providers.
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